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Instructions to the candidates:
1) Answer QI or Q2, Q3 or Q4, Q5 or Q6.
2) Neat diagrams must be drawn wherever necessary.
3)  Figures to the right indicate full marks.
4) Assume suitable data if necessary.
Q1) a) Listand explain categories of information security. [5]
b) What are the various security services. [5]
OR
02) a) Draw and explain operational model of security. [5]
b)  Whatis cryptanalysis? Explain various attacks performed by cryptanalysis.
5]
03) a) What is stegnography? What are applications and limitations of
stegnography? [5]
b) Use transposition cipher to encrypt message “WE ARE THE BEST”
use key “HEAVEN”. [5]
OR
04) a) What is block cipher? Explain counter mode of block cipher. [5]
b) Explain operation of DES algorithm in detail. [5]
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05) a) Whatis public key cryptography? Explain RSA algorithm used for public
key cryptography. [5]
b) What are different approaches of public key distribution? Explain any
one. 5]
OR
06) a) What is Message digest? Compare MDS5 with SHA-1. [5]
b) Whatis digital signature? Explain digital signature standard. [5]
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